
























I FOUNDATION 

shall give written notice of their obligations under this clause to labor organizations with which they have 
a collective bargaining or other agreement. 

( c) Contractor shall include the nondiscrimination and compliance provisions of this clause in all
subcontracts to perform work under the Agreement.

38. COMPLIANCE WITH NLRB ORDERS
Contractor declares under penalty of perjury under the laws of the State of California that no more than one final, 
unappeasable finding of contempt of court by a federal court has been issued against Contractor within the 
immediately preceding two-year period because of Contractor's failure to comply with an order of a federal court 
to comply with an order of the National Labor Relations Board. Note: Cite Authority: PCC 10296

39. DRUG-FREE WORKPLACE CERTIFICATION
Contractor certifies that Contractor shall comply with the requirements of the Drug-Free Workplace Act of 1990 
and shall provide a drug-free workplace by taking the following actions:

(a) Publish a statement notifying employees that unlawful manufacture, distribution, dispensation, 
possession, or use of a controlled substance is prohibited and specifying actions to be taken against 
employees for violations

(b) Establish a Drug-Free Awareness Program to inform employees about all of the following:

(i) the dangers of drug abuse in the workplace;
(ii) the person's or organization's policy of maintaining a drug-free workplace;
(iii) any available counseling, rehabilitation and employee assistance programs; and,
(iv) penalties that may be imposed upon employees for drug abuse violations.

(c) Provide that every employee who works on the proposed or resulting Agreement:

(i) will receive a copy of the company's drug-free policy statement; and,
(ii) will agree to abide by the terms of the company's statement as a condition of employment on the 

Agreement. Note: Authority Cited: Government Code Section 8350- 8357

40. FORCED, CONVICT, INDENTURED AND CHILD LABOR
By accepting a contract with Foundation, Contractor:

(a) certifies that no equipment, materials, or supplies furnished to Foundation pursuant to this Agreement 
have been produced in whole or in part by sweatshop labor, forced labor, convict labor, indentured labor 
under penal sanction, abusive forms of child labor or exploitation of children in sweatshop labor, or with 
the benefit of sweatshop labor, forced labor, convict labor, indentured labor under penal sanction, 
abusive forms of child labor or exploitation of children in sweatshop labor. Contractor further certifies it 
will adhere to the Sweat-free Code of Conduct as set forth on the California Department of Industrial 
Relations website located at http://www.dir.ca.gov/, and Public Contract Code Section 6108.

(b) agrees to cooperate fully in providing reasonable access to its records, documents, agents or employees, 
or premises if reasonably required by authorized officials of the State, the Department of Industrial 
Relations, or the Department of Justice to determine Contractor's compliance with the requirements 
under paragraph (a).

41. AMERICANS WITH DISABILITIES ACT (ADA)
Contractor warrants that it complies with California and federal disabilities laws and regulations. (Americans with 
Disabilities Act of 1990,42 U.S.C. 12101 et seq). Contractor hereby warrants the products or services it will 
provide under this Agreement comply with the accessibility requirements of Section 508 of the Rehabilitation Act 
of 1973, as amended (29 U.S.C. 794d), and its implementing regulations set forth at Title 36, Code of Federal 
Regulations, Part 1194. Contractor agrees to promptly respond to and resolve any complaint regarding 
accessibility of its products or services. Contractor further agrees to indemnify and hold harmless Foundation and 
CSU from any claims arising out of Contractor's failure to comply with the aforesaid requirements. Failure to 
comply with these requirements shall constitute a material breach of this Agreement.
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I FOUNDATION 

42. DEBARMENT AND SUSPENSION
By accepting a contract with the Foundation, Contractor certifies neither it nor its principals or its sub-Contractor 
are presently debarred, suspended, proposed for debarment, declared ineligible or voluntarily excluded from 
participation in this transaction by any federal department or agency (2 Code Federal Regulations[CFR] 180.220, 
in accordance with the Office of Management and Budget guidelines at 2 CFR 180 that implement Executive 
Orders 12549 (3 CFR Part 1986 Comp., p. 189) and 12689 (3 CFR Part 1989 Comp., p. 235)).

43. EXPATRIATE CORPORATIONS
Contractor declares and certifies that it is not and expatriate corporation, and is not precluded from contracting 
with Foundation or CSU by The California Taxpayer and Shareholder Protection Act of 2003, Public Contract 
Code Section 10286, et seq.

44. ENTIRE AGREEMENT
This agreement constitutes the final agreement of the parties. It is the complete and exclusive expression of the 
parties' agreement about the subject matter of this agreement. Neither party was induced to enter this agreement. 
Except as set forth expressly in this agreement, there are no conditions precedent to this agreement's 
effectiveness.

45. HEADINGS
The descriptive headings of the sections and subsections of this agreement are for convenience only, and do not 
affect this agreement's construction or interpretation.

46. NECESSARY ACTS; FURTHER ASSURANCES
Each party shall use all reasonable efforts to take, or cause to be taken, all actions necessary or desirable to 
consummate and make effective the transactions this agreement contemplates or to evidence or carry out the 
intent and purposes of this agreement.
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RIDER A 

CSU Information Security Requirements Supplemental Provisions 
to CSU General Provisions for Information Technology Acquisitions 

DEFINITIONS 

Affiliate - an entity now or hereafter controlled by, controlling or under common control with a Party. Control exists when an 
entity owns or controls more than 50% of the outstanding shares or securities representing the right to vote for the election of 
directors or other managing authority of another entity. 

Confidential Information - The term "Confidential Information" shall mean this Agreement and all proprietary information, 
data, trade secrets, business information, any Protected Information regarding students, employees or other individuals or 
entities, including but not limited to, Social Security numbers, other tax identification numbers, credit card, bank account and 
other financial information, and other information of any kind whatsoever which: 

(a) a Party ("Discloser') discloses, in writing, orally or visually, to the other Party ("Recipient") or to which Recipient
obtains access in connection with the negotiation and performance of this Agreement, and which

(b) relates to:
(i) the Discloser, or
(ii) in the case of Contractor as Recipient, the CSU, its students and employees, and its third-party contractors or

licensors who have made confidential or proprietary information available to the CSU.

Contractor - Contractor is any party to an agreement with the CSU along with any Contractor Representative, Subcontractor, 
Affiliate, or other entity over whom the Contractor has control. 

CSU Information Assets - Information systems, data, and network resources to include automated files and databases. 

CSU Protected Data - data defined as "Protected Level l" and "Protected Level 2" in the CSU Data Classification Standard 
Reference: ICSUAM Section8000.pdf (csudh.edu)

Party - The CSU or Contractor. 

Relationship Manager - the respective employees of each Party that each Party shall designate to act on its behalf with regard 
to matters arising under this Agreement; each Party 

shall notify the other in writing of the name of their Relationship Manager; however, the Relationship Manager shall have no 
authority to alter or amend any term, condition, or provision of the Agreement; further, each Party may change its Relationship 
Manager by providing the other Party with prior written notice. 

Representative - an employee, officer, director, or agent of a Party. 

Subcontractor - a third party to whom Contractor has delegated or subcontracted any portion of its obligations set forth herein. 

Work Product - All discoveries, inventions, work of authorship or trade secrets, or other intellectual property and all 
embodiments thereof originated by Contractor within the scope of Services provided under this Agreement, whether or not 
prepared on CSU's premises. 

1.0 ACKNOWLEGEMENT 

Contractor acknowledges that its contract/purchase order with the California State University ("the CSU") may allow the 
Contractor access to CSU Protected Data including, but not limited to, personal information, student records, health care 
information, or financial information. This data may be transferred in various forms, notwithstanding the manner in which or 
from whom it is received by Contractor subject to state laws that restrict the use and disclosure of such information, including 
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the California Information Practices Act (California Civil Code Section 1798 et seq.) and the California Constitution Article 1, 

Section 1. Contractor represents and warrants that it will keep CSU Protected Data confidential both during the Term and after 
the termination of the Agreement. 

2.0 DISCLOSURE REQUIREMENTS 

Contractor agrees that it will include all of the terms and conditions contained in this agreement in all subcontractor contracts 
providing services under this Agreement. 

Contractor shall not use or disclose CSU Protected Data other than to carry out the purposes of this agreement. 

Contractor shall not disclose any CSU Protected Data other than on a "need to know" basis and then only: 
(a) To its representatives, provided however, that each such employee or officer has entered into a confidentiality

agreement.
(b) To affiliates of or Subcontractors to Contractor, only if previously approved by the CSU and provided that

(i) Use by such Affiliates or Subcontractor shall be limited to the purpose of this agreement.

(ii) Affiliate or Subcontractor is bound by contract and or confidentiality agreement to protect CSU data from
unauthorized access.

If required by a court of competent jurisdiction or an administrative body to disclose Protected Data, Contractor shall notify the 
CSU in writing prior to any such disclosure 
in order to give the CSU an opportunity to oppose any such disclosure. Prior to any disclosure of Confidential Information as 
required by legal process, the Contractor shall: 

( c) Notify the CSU of any, actual or threatened legal compulsion of disclosure, and any actual legal obligation of disclosure
immediately upon becoming so obligated, and

( d) Delay disclosure until the CSU has provided contractor with notice that they will oppose or agree to such disclosure or
the time specified for legal compliance is reached.

Any access, transmission, or storage of Protected Data outside the United States shall require prior written authorization by the 
CSU. 

2.1 Exceptions to Obligations of Confidentiality 

With the exception of the data classified as "Protected Level I" or "Protected Level 2" under the CSU Data Classification 
Standard, identified in (https://calstate.policystat.com/policy/11773867/latest), obligations of confidentiality shall not apply to 
any information that: 

(a) Contractor rightfully has in its possession when disclosed to it, free of obligation to the CSU to maintain its
confidentiality;

(b) Contractor independently develops without access to CSU Protected Data;
(c) Is or becomes known to the public other than by breach of this contract;
( d) The CSU or its agent releases without restriction; or
( e) Contractor rightfully receives from a third party without the obligation of confidentiality.

Any combination of Protected Data disclosed with information not so classified shall not be deemed to be within one of the 
foregoing exclusions merely because individual portions of such combination are free of any 
confidentiality obligation or are separately known in the public domain. 

Failure by Contractor to comply with any provision of this Section shall constitute a default subject to Paragraph 14 of the CSU 
General Provisions for Information Technology Acquisitions. 

3.0 INFORMATION SECURITY PLAN 

(a) Contractor acknowledges that the CSU is required to comply with information security standards for the protection of
Protected Data Information required by law, regulation and regulatory guidance, as well as the CSU's internal security
policy for information and systems protection.

Within 30 days of the Effective Date of the Agreement and subject to the review and approval
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with the CSU Retention schedule (Reference the following link for CSU Retention schedule: 
(https://www.calstate.edu/csu-system/records-retention-disposition/Pages/schedules.aspx) and if longer after termination of the 
Agreement, subject to applicable law or regulation. Contractor further agrees to provide to the CSU, at its request, a full copy of 
all such records for the CSU to maintain at a U.S. location which the CSU shall designate. 

Backup data may not be archived. Destruction/deletion of data shall be in accordance with ISO 27001. Contractor to provide 
evidence or certification that this section has been complied with. 

7.0 THE CSU RIGHT TO CONDUCT AND/OR REVIEW RISK ASSESSMENTS 

(a) A Contractor, with access to the CSU protected data, shall conduct risk assessments and/or audits of its use of CSU
protected data at least annually. The Contractor shall provide the CSU with copies of its latest information security risk
assessments and/or audits upon request.

If any assessment and/or audit discloses material variances from the performance requirements set forth in this Agreement
or a breach by Contractor of the provisions of this Agreement, Contractor shall be deemed in breach of this Agreement.

(b) During regular business hours, the CSU may, at its sole expense and on a mutually agreed upon date (which shall be no
more than fourteen (14) days after written notice), time, location and duration perform or arrange for a site visit and/or
confidential audit of Contractor's operations, facilities, financial records, and security and business continuity systems
which pertain specifically to the Services.

If Contractor is not in substantial compliance with the requirements of the performance requirements set forth in this
Agreement, the CSU shall be entitled, at Contractor's expense, to perform additional such assessments and/or audits. The
CSU will provide to Contractor a copy of each report prepared in connection with any such audit within thirty (30) calendar
days after it prepares or receives such report. Contractor agrees to promptly take action at its expense to correct those
matters or items that require correction as mutually agreed.

If any assessment and/or audit discloses material variances from the performance requirements set forth in this Agreement
or a breach by Contractor of the provisions of this Agreement, Contractor shall be deemed to be in default subject to
Paragraph 14 of the CSU General Provisions for Information Technology Acquisitions.

8.0 TERMINATING OR EXPIRING THE AGREEMENT - RETURN/DESTROY PROTECTED DATA 

Upon the termination or expiration of this Agreement, or at any time upon the request of the CSU, Contractor and its 
subcontractors shall return all CSU Protected Data (and all copies and derivative works thereof made by or for Contractor). 
Further, Contractor and all subcontractors shall delete or erase such Protected Data, copies and derivative works thereof, from 
their computer systems. 

The CSU shall have the right to require Contractor to verify, to CSU's satisfaction, that all CSU Protected Data has been 
returned, deleted or erased. Contractor agrees to fully cooperate with the CSU' s requests for verification. 
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